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Abstract — Smart meter installation is one of the
largest engineering projects in the world. It is expected
to provide numerous possibilities for the power system
modernization, management and  operational
advancement. However, installation of smart meters
introduces an unprecedented level of exposure to risk.
This paper proposes the application of Mamdani type
fuzzy inference in modelling the risk for smart meter
attack. The proposed model takes into consideration
customer sensitivity and consumption patterns. It is
argued that this paper provides a model which can
contribute towards more comprehensive smart meter
risk analysis and mitigation strategies. This paper
demonstrates that the intrusion detection for smart
meters is an important and vibrant research area with
numerous research opportunities.
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1. Introduction

Modern power systems are going through the
period of biggest organizational, structural and
technological changes in their history. These changes
are driven by the processes of market liberalization
and energy transition. The introduction of smart
meters is considered to be the largest engineering
project in EU, with an expected cost of more than
$100bn for its 27 Member States [1]. This project is
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expected to provide numerous advantages such as
remote meter access, demand response and real time
pricing. On the other side of the ocean, US
administration is securing billions of dollars towards
the modernization of power systems [2]. Utilities
find smart meter data beneficial for numerous
operational activities such as outage management,
planning and billing. However, there is a long way to
go because there are numerous challenges that still
need to be appropriately addressed. Lack of
communication between meters and appliances, for
example, could significantly limit the benefits of
demand response [1].

Power system technical modernization in terms of
information and communication  technologies
advancement promises to provide significant benefits
to both, customers and system operators. However,
installation of smart meters and Advanced Metering
Infrastructure (AMI) in general, introduces an
unprecedented level of exposure to risk of the power
system components, which have the potential to
cause considerable damage and interruption of power
supply. AMI introduction extends the set of existing
vulnerabilities, some of which were not accounted
for in the early stages of the system development, to
new cyber threats since it is no longer required to
have physical access to equipment. From a utility’s
perspective, it is becoming increasingly important to
perform relevant risk analysis of the system and
propose appropriate mitigation strategies. This paper
investigates some of the most common smart meter
threats and proposes the application of Mamdani type
fuzzy inference in modelling the risk of smart meter
attack.

2. Overview of AMI and IDS

The main role of an AMI is to enable
communication between the utility control centre and
the smart meters. The main components of AMI are
smart meters, data concentrators, communication
media/networks, central system and all these
components are located in both public and private
realms [3]. Smart meters are designed to record, send
and receive a wide range of information, such as
remote reading, price information alerts, outages
information and upgrades [4]. In order to facilitate
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communication, meter architectures are designed for
a wide range of communication media. It is a
hierarchical system which consists of numerous
interconnected networks such as the Home Area
Network (HAN), Neighborhood Area Network
(NAN) and Wide Area Network (WAN).

Intrusion detection system (IDS) can be defined
as a system used to detect any activity which might
jeopardize the security of the observed system. The
most important task of an IDS is to detect the
intrusion before serious damage is done to the
systems. In terms of high level structure, IDS
consists of three functional components: an
information source, an analysis engine and a decision
maker [5] and can be implemented as hardware or
software solutions. Therefore, IDS can be classified
with regards to intrusion detection techniques,
architecture and the response [6]. Further, IDS can be
classified into two categories based on the model of
intrusion and the data source [7]. Fig. 1 shows a high
level IDS classification diagram based on [7].

IDS based on artificial intelligence tools, such as
fuzzy logic, artificial neural network, generic
algorithms, are emerging at rapid paste. Application
of fuzzy systems has some important advantages
because it can use large amounts of data as input
space and map it to the output space with high
tolerance to imprecision and soft approach to
boundary conditions. Fuzzy intrusion detection
systems can be used to identify port scanning, denial
of service attacks and detect some types of backdoor
and Trojan horse attacks [5]. They are essentially
anomaly based systems. Even if the anomaly based
assessment is complex, it was shown that fuzzy
systems can be used to detect several classes of
intrusive  behaviour using the anomaly-based
approach [5]. It was shown that the dynamic
approach is capable to discover known or unknown
intrusion patterns [8]. Conventional 1D methods,
based on current intrusion detection techniques,
mainly focus on discovering abnormal system events

[8].

Figure 1. Intrusion detection system classification
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The fuzzy logic approach is useful in constructing
management models and trade-off between attack
detection rate and cost of inter-device
communication [9]. Application of fuzzy IDS as a
high level system monitoring, in combination with
other smaller systems, appears to be a promising area
of research and applications [5]. The major
motivation for the introduction of IDS based on
artificial intelligence tools lies in the fact that none of
the existing methods are completely flawless and the
search for improvements continue.

3. Threat definition and evaluation

Risk in general terms can be defined as an
exposure to danger, or as the possibility that
something unpleasant or unwelcome will happen
while the risk management can be defined as
forecasting and evaluation of financial risks together
with the identification of procedures to avoid or
minimize their impact [10]. Therefore, defining P as
the probability and C, as the consequence of an
unwelcome event, a risk can be expressed:

R =P xCq (1)

Smart meters handle potentially sensitive
incoming and outgoing information such as real time
power usage, which is privacy sensitive and off
switch operation which is security sensitive. Utilities
express the controllability over AMI devices to be
their primary security concern, right before the loss
of observability caused by a lack of data integrity
[11]. They are further concerned regarding the over
regulation which increases the costs while providing
little benefit [1]. One of the most important threats to
the AMI system is electricity theft with an estimated
cost of over $25 billion every year [12]. The
introduction of an AMI makes the power system
more vulnerable to electricity theft because it offers
new ways and approaches for performing the actual
theft [13]. The possible attacker could include
electricity customers, who have an incentive to lower
their usage, organized crime, unsatisfied utility
employers and even terrorists. Attackers can also be
intrusive data management and marketing agencies,
swanky  attackers, malicious and  curious
eavesdroppers [12].

4. Fuzzy model proposition

Within the boundary of classical set theory,
membership of an object to a set is precisely defined
guantity. In a fuzzy domain, there is a much softer
approach to membership concept which recognizes
values of graded membership. Considering the
classical set A of the universe U, and if we define
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Ma(X) as a function called membership function
which  specifies the grade or degree to which any
element x in A belongs to the fuzzy set A, then we
can define a fuzzy set A or ordered pairs, a binary
relation as [14]:

A ={(Xpa()x € A, pa(x) €[00 2

Fuzzy systems can be employed in numerous
engineering applications such as control, supervision
planning and multi criteria decision making. In this
paper, a fuzzy model, shown in Figure 2, is proposed
as a tool for risk assessment. In the proposed model,
the input and output linguistic variables are described
by an expert knowledge and represented by sets A, B
and C which contain single terms A;, B i Cy [14]:

A={AL A, ALALL Ay
B=1B1, By BjBjss - B (3)
C:{Cl’CZv“"Ck’Ck+1""aCI}

Terms Aj, Bj i Cy are fuzzy sets defined as [14]:

A, {x uAl(X)XEA cU} i=1---,n
{(y,ua,(y)lyeB cUz} j=L--m (4)
Ck:{(zv“Ck(Z)lzeckCU3}' k=11

In electrical power distribution systems,
customers have different response to outages
depending on how much they rely on electricity
during the period of interruptions and how serious
the damage caused by service interruption might be.
In some cases, service interruption in electricity
distribution systems can result in serious injuries,
deaths, prosecutions and permanent losses with large
public, environmental and financial consequences
which means that it is important to recognize
significance of customer sensitivity [10] in system
management. In this paper, a customer sensitivity
matrix developed and presented in [10] is used to
represent different levels of customer sensitivity.
When planning the appropriate risk mitigation
strategy, it is important to take into consideration
customer sensitivity as one of the most important
criteria. With reference to the equations (3) and (4),
customer sensitivity is represented in this paper with
following fuzzy sets [10]:

CS={A;, A, Az, Ay A} (5)

CS = {verylow, low, average, high, veryhigh}  (6)
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The second input variable in the proposed
Mamdani type model is the monthly energy
consumption. This variable is introduced in the
model because it is proposed that customers with
larger energy usage pose a greater risk in the case of
an unwelcome event. Maximum energy consumption
data are retrieved from the utility data base and
normalized into (0-1) range where the highest value
is associated with a value of 1, which corresponds to
the maximum value of 10000 kWh. The smallest
value is associated with a value of 0 and it
corresponds to consumption of 0 kWh. The limits of
the set are chosen arbitrarily and it is assumed that
most domestic and small business customers will fall
within this range. The values are normalized in order
to provide model flexibility. In this way, it would be
trivial to extend the values to any desired range
without affecting the underlying logic. The proposed
model is therefore flexible and can be used to include
any desired value. The second input variable is
represented by a set E as follows:

E=1{B,,B,,B3, By, Bs} ()

E= {verylow, low, average, high,veryhigh} (8)

a;:Customer
sensitivity

Risk
assesment
based on
sensitivity
and consum.

a; Energy
consum.

Figure 2.Mamdani type fuzzy inference for risk assessment

Output variable represents the quantitative
measure of risk assessed based on the customer
sensitivity and energy consumption. The output
variable of the proposed system can be used as
criteria for ranking the IDS solution project and for
risk mitigation strategy planning. Defuzzification
stage provides final control output value of the fuzzy
model procedure. Output variable is represented by
set RISK, shown below. Graphical representation of
the input and output variables is shown in Figure 3.

RISK ={C;,C,, C3,C,, Cs} 9)

RISK = {verylow, low, average, high, veryhigh} (10)
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Table | shows IF...AND...THEN rules which are
used to obtain output variable described by the set C.
In this case, n and m are the numbers of elements of
input variable sets, and give a total of 5*5=25 rules.

membership

view average high

\/\/“\/f\/

vhigh

AN

=)

sensitivitv/consumption risk

Figure 3. Representation of input and output variables

Table 1: Fuzzy rules

Energy Customer Sensitivity

Consumption VLow Low Average High VH
V Low VL VL L L H
Low VL L A H VH
Average L A H H VH
High L A H H VH
VH A A H VH VH

5. Model application and discussion

Final simulation results can be summarized in
surface view shown in Fig. 4. For a given value of
customer sensitivity and energy use, Fig. 4 shows the
required output value, which represents the risk level.
This output value is used as a control output to rank
the meters in the desired network section according
to the prescribed criteria.

The accumulated body of evidence suggests that
fuzzy tools play an important role in IDS because
they can take advantage of our tolerance to
imprecision and uncertainty [8]. The further literature
survey indicates that fuzzy models are capable to
deduce behavioral patterns and form a relationship
between input and output space which is obvious, but
cannot be easily described with classical
mathematical tools. This statement is particularly
applicable to the electrical power distribution
network planning problem which is a preference
based decision making process and involves an
assessment of complex criteria [15]. One of the
important modern planning criteria is the risk
evaluation. For the reasons discussed in this paper,
the modern planning requirements extend the need
for risk analysis beyond the standard line
replacement and reconstruction projects, to the smart
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meter management projects. It is required from
decision makers to make decisions of both strategic
and operational importance, such as the meter
replacement priority, intrusion prevention and
detection technology deployment such as the grid-
placed sensors described in [16]. This paper proposed
a model which can be applied to realistic data
obtained from the Electrical Distribution Company.
The information obtained from this model can be
used as valuable decision support inputs in the
process of smart meter management. In order to
show its practical application, let us consider that we
have a particular customer whose consumption is
2,000 kWh per month and whose sensitivity is
assessed to be 0,45. The application of the proposed
model gives an output of 0,431 which is used to rank
customer for planning purposes, based on this
particular criteria. Graphical representation is space
demanding and it is omitted in this paper. The
advantage of the method is that it can be used to
automatically process large amount of data which is
important for distribution system applications. This
model is flexible and can be extended to include
other data range and criteria required by decision
makers.

rizk

zensitivity

EMErdy

Figure 4. Surface view - input and output space
relationship

6. Conclusion

AMI introduction is one of the most significant
technological changes in the power system. However,
installation of smart meters, introduces an
unprecedented level of exposure to the power system
components. Many of these aspects have not been
addressed properly in the early stages of AMI
development. Utilities are becoming increasingly
aware of this issue and are looking for appropriate
ways to perform risk analysis and plan for mitigation
strategies. This paper proposed the application of
Mamdani type fuzzy inference in modelling the risk
of smart meter attack and takes into consideration
customer sensitivity and consumption patterns. The
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proposed model is flexible and can be extended to
include other input variables and risk assessment
criteria. Finally, it can be concluded that this area
proves to be very interesting for future research.
Some of the most important future research directions
in IDS will include privacy concerns, data collection,
and storage from the cost and security perspective and
technology management models.
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