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Abstract – It is possible to encode a message using 
one of the encryption algorithms and embed the text 
within a selected frame from the video, as this is 
considered a more secure method for handling 
confidential information. The concealment is deemed 
unbreakable because the message is encrypted in a 
manner that prevents decryption, making it 
challenging to retrieve the hidden text. In this study, 
Data Encryption Standard (DES) technology was 
employed to embed the last bits of the chosen video 
frame using a software-based approach. The frames, 
decoders, PSNR, and encrypted messages are 
illustrated in various videos. The results demonstrated 
minimal impact on the video's accuracy, as 
concealment occurs in the least significant bits (LSB), 
preserving the overall precision of the video. 

Keywords – Data Encryption Standard, DES, least 
significant bits, LSB, steganography. 

1. Introduction

The practice of concealing text within images has 
a rich history depicted across various pictures. 
However, the act of embedding written content 
within images traces its origins back to the 15th 
century with the use of a technique known as 
"steganography."  
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During this period, individuals employed 
steganography to covertly embed confidential 
messages within small images, which were then 
portrayed on maps or other items.With the 
development of technology following the world 
wars, computers were employed to conceal 
information within images. Consequently, text 
concealment techniques have become more 
widespread and accessible to a larger audience. 
Messages are hidden using steganographic 
techniques so that only the envisioned receiver can 
see them [1]. Steganography involves concealing 
confidential text or messages within various media 
files, such as images, texts, audios, or videos [2]. 
This strategy aims to safeguard the secrecy of the 
message by evading detection [3]. Broadly, 
steganography techniques can be categorized into 
physical microdots and digital methods [4]. Image 
steganography techniques for embedding can further 
be classified into two classes based on the hosting 
place and the nature of the image [5]. Video 
steganography refers to the concealment of 
information using video as the carrier. This method 
excels at concealing substantial amounts of data, 
leveraging the fact that a video comprises frames or 
images containing a significant number of redundant 
bits [6]. Different formats are available for varying 
video transmission and storage capacities. The choice 
of physical interface and signal protocol depends on 
the physical format of the data storage device or 
transmission medium [7]. In recent years, self-
destructing or disappearing texts have gained traction 
and become more accessible to many users. The size 
and sensitivity of data transferred across the Internet 
continue to grow, emphasizing the increasing 
importance of network security [8]. The Data 
Encryption Standard (DES) encryption technique has 
its origins in the LUCIFER Feistel block cipher, 
developed in 1971 by IBM cryptography expert 
Horst Feistel [9]. Each round in DES utilizes a 
unique key, and the Feistel construction is employed 
with 16 rounds. DES uses a 56-bit key for 
encryption. The DES algorithm can be cracked by 
machines. It takes a 64-bit plaintext block and a 
defined key, and uses them to create a 64-bit encoded 
text blocks.  
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Demonstrating its high competence [10], the DES 
algorithm operates through multiple rounds, with 
each round constituting a distinct step in the process. 
Iterations are calculated based on the size of the key; 
for instance, a 128-bit key requires 10 iterations, 
while a 192-bit key requires 12 iterations, and so on. 
Besides being competent, unnoticeable, and robust, 
the least significant bit (LSB) steganography is 
among the most reliable methods for image 
steganography. It has been widely employed to 
conceal text behind images in various fields, 
including encryption, anti-hacking, and secure online 
data sharing [11], [12]. In the initial phase of this 
investigation, a video file was read and converted 
into frames. Subsequently, we developed new tools 
and platforms to enhance the safety and efficiency of 
this process. With ongoing technological 
advancements, there is a continual emergence of new 
tools and platforms aimed at improving safety and 
efficiency. Employing the DES algorithm and LSB 
steganography, we chose one of the generated frames 
to conceal a previously encoded message. 
 
2. Materials and Methods 
 

The DES process is divided into several parts, 
denoted as rounds in Figure 1. The size of the key 
being utilized determines how many rounds are 
required. For instance, 10 rounds are needed for a 
128-bit key, 12 rounds are needed for a 192-bit key, 
and so forth [4]. 

 

 
 

Figure 1. The procedure of DES 
 
The code snippet is displayed in Figure 2. The 

plain text is organized into 64-bit chunks. The Initial 
Permutation (IP), which involves a transposition 
process, is carried out before to the first round.  

 
 
 

This phase substitutes the first bit with the 58th 
bit, and the another bit with the 50th bit, and so on. 
Following this, the 64-bit text is divided into two 
equal segments, each containing 32 bits. These 
segments are referred to as Left Plain Text (LPT) and 
Right Plain Text (RPT) [13]. 

 
• Step 1: Transform Key Elements (Compression 

Permutation) 
The DES procedure utilizes a 56-bit key, created 

by eliminating bits at every 8th place in a 64-bit key, 
resulting in the production of a 56-bit key. 
Afterward, the 56-bit key is divided into two 
identical parts, and the bits undergo a rounded 
leftward modification based on the amount of rounds 
[14]. This shift rearranges all key bits, eliminating 
certain bits in the process and ultimately resulting in 
a 48-bit key. 

 
• Step 2: Permutation of Expansions 
For an RPT with a size of 32 bits formed during 

the IP stage, it is stretched from 32 bits to 48 bits in 
this phase. The 32-bit RPT is segmented into 8 
chunks, each consisting of 4 bits, with an additional 
two bits appended to each portion. Following this, 
the bits undergo permutation among themselves, 
yielding a 48-bit dataset. Subsequently, the 48-bit 
key that was attained in step 1 and the extended 48-
bit RPT are subjected to an XOR function. 

 
 
function varargout = hiden(varargin) 
% HIDEN MATLAB code for hiden.fig 
%      HIDEN, by itself,  
creates a new HIDEN or raises 
 the existing 
%      singleton*. 

 
Figure 2. A section of the programming code for the 

intended project 
 

The procedure for this task is outlined in Figure 3. 
When executing the code, the initial interface 
appears, allowing us to implement the required 
instructions. Next, we can load the video and convert 
it into frames using the "Convert Video" button. 
Subsequently, we enter text and press the "Encrypt" 
button to encrypt the entered text. Afterward, we 
click on the "Hide" button to conceal the cipher text. 
Finally, we press the "Decrypt" button to revert the 
hidden encrypted text to its original form. 
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Figure 3. Illustrates the stages of the suggested 
model: (a) the first interface appears when executing 

the code, (b) load the video and convert it into 
frames, (c) enter text, (d) encrypt the text, (e) hide the 
ciphertext, (f) return the hidden encrypted text to its 

original state. 
 

2.1.  The Least Significant Bit (LSB) Algorithm 
 

The steps of the LSB algorithm are shown in 
Figure 4 and outlined below: 

• It can choose a cover image with 
dimensions M*N as its input. 

• The message intended for concealment is 
exclusively embedded in the RGB 
elements of the image. 

• Utilizing a pixel selection filter is feasible 
to pinpoint the optimal location for hiding 
information within the cover image, 
ensuring a more efficient outcome. 

• The filter employs the Least Significant 
Bit (LSB) of each pixel to conceal the 
data, preserving the most significant bits 
(MSB). 

• Subsequently, the message is hidden 
using the Bit Replacement method. 
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Figure 4. The steps of the LSB algorithm. 
 

GIF pictures can also be steganized with LSB 
[15], but additional care has to be taken. The 
challenge with using the color approach for GIF 
images is that changing a pixel's LSB can 
significantly affect the image's color because it alters 
the color palette's index [16]. 

 
3. Results and Discussions 
 

The obtained results of applying the projected 
technique are listed in Table 1. This table includes 
the original text, its encoding, the percentage of text 
hidden inside the image, and the image in which the 
text was concealed, sourced from the video frames. 
The frames, decoders, PSNR, and encryption 
messages are displayed with different videos. 

Table 1. The results of the present work show text 
hiding inside the image taken from the video frames. The 
frames and decoding, PSNR, and encryption messages are 
displayed with different videos. 

 

 
 
According to Table 1, the PSNR values range from 

59.3590 to 82.6397 for 16-bit data, which are more 
typical compared to the values in [17]. As a result, 
when alternate videos are used in this code, the 
software generates an image that conceals hidden 
text. Furthermore, the program ensures the 
replacement of old frames with new ones when 
alternate videos are employed. 
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4. Conclusion 
 

In this work, we encrypted essential messages 
within video clips using Data Encryption Standard 
(DES) technology. Through this method, we 
successfully concealed crucial data across a diverse 
range of file formats, including images, videos, 
sounds, and other intricate files. To achieve this, the 
data were integrated into arrays of their components, 
resulting in an exceptionally effective data 
concealment system. Favorable results were observed 
in concealing data, as indicated by the PSNR results 
ranging from 59.3590 to 82.9310. Further 
development of the system is recommended to 
accommodate a variety of texts and files. 
Additionally, incorporating artificial intelligence into 
the system is suggested to enhance its security. 
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